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OVERVIEW

Pathway Connectivity’s Pathscape™ is a software application that allows the discovery and configuration of the entire Pathway

Ecosystem of devices.

P4 Pathscape - O X
File Security Metwork Device Vignette Tools View Help
in L ] f& Domain:pathway
Devices ~ DM{Patch = VLANConfig  Wal Stations Properties g X
Select View: |DEFAULT ~ Filter: | Search: w | a, Rack PWPP RM P38
Status Security Domain Name Type IP Addr Pathway Security Domain ~
ﬁ;} Online a pathway [blank](10.0.84.106) Pathport 2-port DIN-mount 10.0.84.106 Domain Name pathway
[ Online &3 pathway Choreo DIN-mount ~ Choreo eDIN 10.15.70.243
nline athwa: esk eLin elin 130,146, Basic Properties
¥ onl pathway Desk elink Link 10.30.146.58
ﬁ;} Online a pathway Light Panel PPWP DI... Pathport 2-port DIN-mount 10.0.78.211 Identify Device I
:;g Online E pathway NSB 483535 M5B PoE Wall Station 10.61.9.8 Name |Rad< PWEP RM PB |
0 Online 8 pathway MNSB Gateway Slider..  Vignette 485 Wall Station
ﬁ;} Online a pathway Rack PWPP DIN P1 Pathport 1-port DIN-mount / Pat... 10.4.194.20 Hat=s | |
ﬁ;} Online a pathway Rack PWPP DIN P2 Pathport 2-port DIN-mount 10.0.79.235 Front Panel Lockout []
P Online pathway ac athport 4-port -mount 11,143, LCD Backlight [
% onli h Rack PWPP DIN P4 Path 4 DIM 10.1.143.13 ckligh
ﬁ;} Online 8 pathway Rack PWPP RM P4 Pathport 4-pert Rack-mount 10.1.139.227
B Online {3 pathway Rack PWPP RM P8 Pathport 8-port Rack-meunt 10.6.27.72 Dencelity
B Online 3 pathway Rack PWPP WMP2  Pathport 2-port Wall-mount 10.0.32.189 Device Type Pathport 8-port Rack-mount
. Online Rack VIA 5-Port DIM-... VIA 5-port with Fiber DIN-mount  10.30.132,148 Metwork Interface Ethernet 4
. Online Rack VIA 10-Port VIA 10-port PoE Ethernet Switch ~ 10.7.162.100 Firmware Version 6.1.6
p
. Online Rack VIA 12-Port PoE... VIA 12-port PoE Ethernet Switch 10.7.201.142 Serial Mumber PP500200
P
0 Online 8 pathway Rack Vignette Clock  Vignette Clock 10.61.5.44 MAC Address 00:04:31:06: 1b:48
. Online a pathway Server Room VIA 16-..  VIA 16-port PoE Ethernet Switch 10.30.132.120
& oniine {3 pathway Vignette 483535 Vignette PoE Wall Station 10.61.9.12 L Peris
o Online a pathway Wall Vignette Gateway Vignette Architectural Gateway 10.0.0.82 P Address |10.6‘2?‘72 |
Subnet Mask [255.0.0.0 |
Gateway  [10.0.0.1 |
< N Network Partner (LLDP} e
Transaction Editor 8 X Message Viewer & X
Destination Property Current Setting New Setting  Status Filter: | Search: V| Q| B8
Date Time Message 2
|Aug 31, 2041] [1/4:41:20] UMX to LV Univer
[Aug 31, 2021] [17:41:20] RDM Tester
[Aug 31, 2021] [17:41:20] DMX/RDM Hub Rack-mount
[Aug 31, 2021] [17:41:20] DMX to Analog
[Aug 31, 2021] [17:41:20] Mo devices found on 10.6.27.72: Port E
Remove Remove All Send Selected Send All [Aug 31, 2021] [17:41:20] RDM Hub v

The main window of the application has four tabs: Devices, DMX Patch, VLAN Config and Wall Stations

¢ The Device tab shows all networked Pathway devices and allows for configuration of device properties in the Properties

window

¢ The DMX Patch tab allows for patching of Pathport gateway ports to DMX Universes

¢ The VLAN Config tab allows for configuration of VLAN properties on VIA switches

e The Wall Stations Tab (new as of Pathscape 4.0) shows Wall Station (Vignette and NSB) devices in a graphical interface,
allowing for intuitive configuration of buttons and sliders, as well as remote triggering
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SUPPORTED DEVICES

This application is used to configure, monitor and troubleshoot Pathway’s entire product line. Pathscape also adds enabled
devices (marked by *) to the SixEye remote monitoring and management software.

This includes:
¢ VIA Ethernet Switches

e PWVIA RM P12 RJ45EC [SFPSLOT/10GSFPP/1GSFP] NONPOE™ (Formerly VIA12 - 6750)
* PWVIA RM P12 RJ45EC [SFPSLOT/10GSFPP/1GSFP] POE* (Formerly VIA12 - 6750-P)

* PWVIA RM P12 RJ45EC DUO POE* (Formerly VIA12 TE - 6752-P)

e PWVIA RM P12 RJ45EC QUAD POE* (Formerly VIA12 TE - 6754-P)

* PWVIA DIN P8 RJ45 [SFPSLOT/10GSFPP/1GSFP] POE™ (Formerly VIA8 - 6708)

* PWVIA DIN P16 RJ45 [SFPSLOT/10GSFPP/1GSFP] POE* (Formerly VIA16 - 6716)

* VIA12 - 6740, 6742

* VIA10 - 6730

* VIAS - 6705, 6706

¢ Pathport Gateways/Networking Devices

e PWPP RM P8 [XLR5F/TERM/RJ45EC/XLRTERM] [REAR/FRONT]* (Formerly OCTO - 6421, 6422, 6423, 6426, 6427)
e PWPP RM P4 [XLR5F/TERM/RJ45EC] REAR* (Formerly QUATTRO - 6321, 6322, 6326)

e PWPP WM P1 [XLR5M/XLR5F] [SS/BL] (Formerly UNO - 6101, 6102)

e PWPP [TM/DT] P1 [XLR5M/XLR5F] (Formerly UNO - 6151, 6152, 6153, 6154)

e PWPP HH P1 XLR5F (Formerly Pathport TE - Touring Edition - 6182)

e PWPP WM P2 [XLR5F/XLR5M/XLR5MF] BL (Formerly C-SERIES - 6201, 6202, 6203)

e PWPP DIN [P1/P2/P4] DIN-mount Gateways (Formerly 6821, 6822, 6824)

e PWINF DIN NFP Fade Processor (Formerly NFP+ - 6829)

e PWELINK RM P2 RJ45EC REAR eLink Lighting Protocol Router (Formerly 6602)

e Control Products
(Note: Pathscape can discover and display base properties of Cognito? and Choreo devices, and allows you to set a name,
but all other configuration must be done on the controller itself.)
e PWCOG DT [S512/512/1024] Cognito? - All Models (Formerly 0700-7111, 0700-7112. 0700-7113)
e PWCHOREO WM [512/1024] Choreo Wall-mount (Formerly 0700-7302, 0700-7303)
e PWCHOREO DIN [512/1024] Choreo DIN-mount (Formerly 0700-7312, 0700-7313)

e PWWSI NPOE [B2/B4/51/52/S3] [BL/WH] NSB PoE Wall Stations (Formerly 0700-5311, 0700-5312, 0700-5313, 0700-
5314, 0700-5315)

e PWGW DIN [N/NC8/NC16] NSB DIN-mount Architectural Gateways (Formerly 0700-5390, 0700-5392, 0700-5393)

e PWWSI VPOE [B2/B4/51/52/S3] [BL/WH] Vignette PoE Wall Stations (Formerly 0700-5411, 0700-5412, 0700-5413,
0700-5414, 0700-5415)

e PWGW DIN [V/VD2/VD2C8/NC16/VE/VE2C8] Vignette DIN-mount Architectural Gateways (Formerly 0700-5490, 0700-
5491, 0700-5492, 0700-5493, 0700-5494, 0700-5495)

e PWGW DIN CLK Vignette Clock* (Formerly 0700-5481)
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¢ DIN-mount DMX Interfaces (using RDM)

¢ PWINF DIN CC Contact Closure (Formerly eDIN - 1003)

e PWINF DIN D2A Demultiplexer (Formerly eDIN - 1004)

e PWINF DIN A2D Analog to DMX (Formerly eDIN - 1006)

e PWINF DIN [PWM4A/PWMBA] PWM DC Dimmer (Formerly eDIN - 1008, 1008-6A LED Dimmer/DC Driver)
e PWREP DIN P4 RDM DMX/RDM Repeater (Formerly eDIN - 1009)

e PWREP DIN P3 RDMHUB 3-Port DMX/RDM Hub/Merger (Formerly eDIN - 1017)

e PWREP DIN P8 RDMHUB 8-Port DMX/RDM Hub/Merger (Formerly eDIN - 1016)

e PWRLY [R8/R16] SNAP Relay Lighting Control Panel (Formerly 4850-8, 4850-16)

Pathscape may be used to apply firmware changes to Pathport Gateways, VIA switches, and Pathway Wall Station
controllers (NSB and Vignette). The firmware upgrade process on Cognito? or Choreo controllers is done from the device
interface itself.

The set of device properties available for display and configuration in Pathscape is dependent on the type of device as well as
that device’s operating firmware. To ensure the best performance of the device and network, it is strongly recommended to
ensure the latest device firmware releases are being used. See the Upgrading Device Firmware section below.

Pathscape is used to set up your network Security Domains, keeping your lighting network safe from malicious outside parties.
See the Security section below.
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USAGE

Pathscape has been designed for use by a knowledgeable, but infrequent user. Most architectural and many entertainment
networks are rarely reconfigured after initial commissioning. Pathscape shows information in a graphical manner where
appropriate, and attempts to prevent, or at least warn the user prior to committing any changes that might break communication
across the network. Changes are only made on explicit user actions.

If communication with a device is lost due to misconfiguration, those devices with front panel user interfaces may be factory
defaulted to restore communication. Other devices have a recessed button which may be used to perform the factory default.
See the Pathway website and search for Factory Defaulting Ethernet Devices.

INSTALLATION

Download and run the installer for either Windows (.exe) or MacOS (.pkg).

ﬁ Pathscape —

Installing
Please wait while Pathscape is being installed. ﬁ
Extract: octo_packed-5.0.4.bin
Show details
Pathscape
< Back MNext = Cancel

Follow the installer instructions, and then open Pathscape.
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BEFORE YOU START

Plan your network layout, settings and numbering before making any changes to the hardware. We strongly recommend
reviewing the worksheets in Appendix 4 of this manual.

Ethernet networks require configuration of both switch-wide and port-specific functions. Further configuration can be applied to
the individual Virtual Local Area Networks if VLANs are enabled. VLANSs form an abstract layer that cross the physical hardware
but may have independent logic and properties. For more information on VLANSs, see Appendix 3.

During configuration, pay careful attention to the order in which configuration changes are sent. Straying from a specific order
may break communication with portions of your network. For example, if your configuration PC is connected to a port on VLAN1
and the management of the switch is also on that VLAN, you would not want to change the port’s VLAN from your PC as you
lose communication with the VIA's management processor. Also, be careful not to plug your PC into a “Tagged” port on a VIA
as configuring the NIC on your PC to accept tagged traffic is non-trivial. If either of these events occur, you may need to use
the front panel menu to change the port back to VLAN 1, re-plug your PC into a port that you know is on VLAN 1 or reset the
switch to the Factory Default and re-discover it.

INITIAL PROGRAM LAUNCH

If your network is configured correctly, devices should start to appear in the Devices tab upon launching the application. Devices
should appear online and have a green dot on their icon. If the device is in a loaded show file, but is not online, it will have a
red dot on its icon.

ﬁ;} Online E pathway Rack PWEP DIM P1 A ygllow dot means thaf( Pathsoape can see the
% onl E th Rack PWPP DIN P2 device and set some of its properties - but its IP
;” ." '.”E ; pathway A setup should be modified to put it on the same
) Limited Connection 3 pathway Rack PWPP DIN P4 subnet as the PC. Until this is done, some functions
ﬁ;} Offline Ei pathway Rack PWPP RM P4 such as upgrading device firmware will not be
% Offline £ pathway Rack PWPPRMPg  Possible.

If Pathscape does not discover the devices and they
are confirmed to be powered up and connected, you may have your PC plugged into a port on a different VLAN than the ports
the devices are connected to. In this case, you may want to default the VIA switch using its front panel or, if possible, manage
its VLANSs using Pathscape, putting the devices and you on the same subnet and VLAN.

Before you can change the properties of any device, you must set up a Security Domain. The green padlock icon above seen

in the Security Domain column may show a red padlock with the text “Ready to Secure”. See the Security section below.

WARNING ABOUT UNSECURED PROTOCOLS

Enabling an open protocol that does not use encryption or authentication - These protocols could be

eavesdropped or spoofed by malicious parties. You are strongly encouraged to secure access to your

network, both physically and technologically. To continue, you must acknowledge that you have read
this statement and accept these risks.
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APPLICATION MAIN VIEW

P Pathscape - a x
File Security MNetwork Device Vignette Tools View Help
id ‘:& Domain:pathway
Devices  DMXPatch VLA Config Wl Stations Properties g X
Select View: | DEFAULT ~ Filter: | Search: ~ | Q Rack PWPP RM P8 -Port A
Status Security Domain Name Type 1P Addr ~ P —— ~
® Online 3 pathway [blank](10.0.84.108)  Pathport 2-port DIN-mount 10.0.84.106 Nare: [rrta |
f Online 3 pathway Choreo DIN-mount  Choreo eDIN 10.15.70.243 ame L
) online 3 pathway Desk elink elink 10.30.146.58 Notes ‘A |
@ Online a pathway Light Panel PPWP DI... Pathport 2-port DIN-mount 10.0.78.211
o Online 3 pathway NSE 4B3535 NSE PoE Wall Station 10.619.8 Device Info
B online 3 pathway (35 Wall Station Device Type DMX Port
% Online athwa ; ; ~port DIN-mount / Pat... 10.4.194.20
4 G et | Main Window [P E—. ,
® Online (3 pathway p-port DiN-mount 10079235 Properties Pane
% Online (3 pathway Rack PWPPDINP4  Pathport 4-port DIN-mount 10.1.142.13 (EmEEE
% Online {3 pathway Rack PWPPRMP4  Pathport 4-port Rack-mount 10.1.139.227 T
v ® ;’\Ime £ pathway Rack PWPPRM P8 Pathport 8-port Rack-mount 10.6.27.72 R
PortA DMX Port
@ PortB DM Port DMX512 Enable Enabled ~
@ Pert C DMX Port Port Direction Output v A=
® Port D DM Port
G PortE DMX Port DMX512 Qutput Speed  Maximum v
® Port F DMX Part v Crossfade Enable [
< > v
Transaction Editor & X Message Viewer g2 X
Destination  Property Current Setting New Setting  Status Filter: | Search: V] & [E
Rack PWPP .. Port Direction Input Output Ready to Se... Dé‘tg Time Message A
- - [Aug31,2021]  [17:41:19] Mo devices found on 10.6.27.72: Part H
Transaction Editor [Aug31,2021]  [17:41219] -
[Aug31,2021]  [17:41:19] Message Viewer
Remove I Remove All Send Selected | | ™ Send Al [Aug 31,2021]  [17:41:20] DMX te CV Driver v

' 1

Windows 4 ’_L} Properties |
Op

en or close the Properties dockable window |

Toolbars

v M Vi
Show Button Text essage iewer

All
Message Level L4 7

Ta——psthporta-por | Close Al

L5 = L — ey -

Except for the Main Window, all panes may be closed, rearranged, un-docked, resized, and closed. To restore a pane, click
on the Window menu and then click on the missing pane to restore it. The dock-able panes may also be dropped on top of
each other, creating a tabbed view of the stacked windows.

Remove Remaove Al

Properties Message Viewer Transaction Editor

NOTE: If the Pathscape window is normalized (not maximized) and adjusted to be at its minimum width and/or height, it may
not be possible to stack the dock-able panes this way. If you are experiencing this, try making the Pathscape window larger
and try again.

To un-dock a pane from the main window or from the tabbed view of stacked windows, click on the float button.

EE
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SCREEN LAYOUT AND NAVIGATION

Pa Pathscope Menu bar - o x
File Security MNetwork Device Vignette Tools View Help I
i ¢« Toolbars ":a Domain:pathway < |
Devices DMX Patch VLAN Config Wall Stations R
Select View: | DEFAULT ~ Fiter: | Search: ~][& Rack PWPP RM P3 -Port A
Status Security Domain Name Type IP Addr G Basic Properties ~
ﬁ;) Online B pathway [blank](10.0.84.108) Pathport 2-port DIN-mount 10.0.84.106 o |P A ‘
ame. |Por
[ Online 3 pathway Choree DIN-mount ~ Choreo eDIN 10.15.70.243
B} Online {3 pathway Desk elink elink 10.30.146.58 Notes [A ]
® Online {3 pathway Light Panel PPWP DI.. Pathport 2-port DIN-mount 10078211
%2 Online 3 pathway NSE 483535 ISB PoE Wall Station 1061.9.8 Device Info
O online (3 pathway NSE Gateway Slider... Vignette 485 Wall Station Device Type DMX Port
B Online {3 pathway Rack PWPP DINP1  Pathport 1-port DIN-mount / Pat... 10.4.134.20
Stat
&j Online ﬂ pathway Rack PWPP DIN P2 Pathport 2-port DIN-mount 10.0.79.235 s i
% Online 3 pathway Rack PWPP DINP4  Pathport 4-port DIN-mount 10.1.143.13 ettt
® Online {3 pathway RackPWPPRMP4  Pathport 4-port Rack-mount 10.1.139.227 R ez
v B 3 - 77
® Online 3 pathway Rack PWPP RM P2 Pathport 8-pert Rack-mount 10627.72 R
] Port A DMX Port
S Port B DMX Port DMX512 Enable Enabled ~
® Port C DMX Port Port Direction Output v A
® Port D DMX Port
® Port E DMX Port DMX512 Output Speed | Maximum ~
® PortF DMX Port v Crossfade Enable O
< > e
Trensaction Editor B X | Message Viewer 8 x
Dastméélun Property Current Setting Mew Setting  Status Filter: ‘ Search: ~| | [E8
Rack PWPP ... Port Direction  Input Output Ready to Se... Date Time Message "
[Aug 31, 2021] [17:41:19] Mo devices found on 10,6.27.72: Port H
[Aug 31,2021]  [17:41:19] No devices found on 10.1.143.13: Port A
[Aug 31,2021]  [17:41:19] DMX te Contact Closure
remove | |[Remove Al Send Selected | | 7% Send Al [Aug 31, 2021]  [17:41:20] DMX to CV Driver v

The main screen layout of Pathscape is shown above. At the top of the window, below the menu bar, are several small toolbars.
These are the Main Toolbar, RDM Toolbar, Vignette Toolbar and Security Toolbar. By default, these are all shown.

i3 L | {E} Domain:pathway

Windows

Toolbars
Show Button Text

Message Level

These toolbars are movable/float-able, and can be docked on any side of the main window. Hover the mouse over the dotted
grab bar on the left (when horizontal) or top (when vertical) and click and drag it to the desired location. Move it outside the
main window and it becomes a floating toolbar.

Devices DX
Select View: DB

Status

i.'“l Online
1 Online
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The Devices view is the default view when Pathscape starts. The Device view displays information about the connected
devices including Status, Security Domain, Device name and type, user notes, and more. There are a number of device property
columns that can be shown or hidden as needed.

The Select View drop-down menu contains several view presets that will show

Select View: | DEFAULT il — relevant property columns and hide unneeded ones.
DEFAULT A

status Consoles & Contrallers For example, when commissioning a system and setting up networking, selecting
On E'&"‘ﬁ?ﬂel Ul the “IP Setup” view will show all devices’ IP settings, along with serial numbers, and

. " Onl 1P Setup current firmware versions. When patching gateway outputs, using the “Pathport
. MSE Wall Stations - Output” view will show only Pathport Output ports, and relevant information,

> a8 Onlnptes hiding unneeded clutter.

5 @, Onl Pathport - Input

s %2 0n Pammft'ﬂum“tl y You can also customize what property columns are shown and save your own
oss N\ Pathport - Protocols view preset for later recall. See the Selecting Custom Views section later in this

manual.
There are three more tabs in the main window: DMX Patch, VLAN Config and Wall Stations.

The DMX Patch view provides a grid-type patch window for configuring systems, while the VLAN Config view provides
information on and configuration of network VLAN properties.

The Wall Stations view shows a graphical layout of all Wall Stations (Vignette and NSB) on the network, providing a way to
review their status, make edits and remotely trigger snapshots and zones more intuitively.

Devices DMX Patch VLAN Config Wall Stations

[ Editmede [] Hide Labels

Vv Vignette 4B3S3S

pathway
Online

o NSB 4B3S3S
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SECURITY
BACKGROUND INFORMATION

On January 1, 2020, California became the first state to enforce cybersecurity and 10T related legislation. Oregon, New
York and Massachusetts are following suit. California’s law is Title 1.81.26 “Security of Connected Devices” and mandates
that we equip our products with security features that are appropriate to the nature and function of the device. By law, this
encompasses all products that are assigned Internet Protocol addresses which can connect to the Internet directly or indirectly.
Pathway Connectivity, a division of Acuity Brands, will only ship compliant devices regardless of the jurisdiction into which
they are sold.

The law requires us to either supply a unique password for our products (see Local Configuration Only below) or requires
the users to change the password before being able to use it (See Creating a Security Domain below). With Pathscape V3
and later, we provide features that protect our products from unauthorized access or use by enforcing passwords.

Pathway Connectivity does not collect or store personal information on our devices.

WHAT THIS MEANS TO YOU

1.

When using products shipped after January 1, 2020, Pathscape will require a single password to allow configuration of all
the devices on your network. Since the release of Pathscape V4, all Pathway Connectivity products can be upgraded to
firmware version 6.x. It is suggested you upgrade your devices to take advantage of the most recent security improvements.

. Products shipped before January 1, 2020, devices with version 3.x and 4.x firmware will continue to function without

passwords using either Pathscape version 3 or 4.
All products shipped after January 1, 2020 may only be configured using Pathscape 4 or later.

Products shipped after January 1, 2020 cannot be downgraded to earlier password-free firmware.

Using the Tools > # Firmware Updater dialog (see later in the manual for instructions), devices manufactured before
January 1, 2020 may show newer firmware versions, but using the Select Latest button will not select the latest. These
devices do not have a method, like a front panel, to factory default them. You can manually select the latest firmware using
the Select Firmware button, but do not forget the new password as you cannot factory default them.

We highly recommend printing the Password Recover PDF when creating a Security Domain so you can reset
lost passwords.

Products that are fully configurable from the front panel can enter Local Configuration Mode (Read-Only mode). This
allows them to be configured locally, but not over the network.

You will be encouraged to print or save a recovery key in case you lose the password. Do so when setting up your Security
Domain. It is the only chance you’ll get to save/print/see this Recovery Key.

. If you lose the password and lose the recovery key, you will manually have to factory default each device on the network.

See the resource section of the Pathway website for a comprehensive document describing how to manually factory
default all our devices.

The complete network configuration may be saved without a password before factory defaulting devices. Applying the
saved configuration will require a new password to be set for the network.

Configuring our devices to receive unsecured protocols such as sACN and Art-Net will require you to accept the risks.
See WARNING BOX regarding unsecured protocols below.

By default, all Pathway Connectivity products sent and/or receive Pathway ssACN which is an authenticated method of
transporting the E1.31 protocol within a Security Domain.
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10. Pathway does not store personal information such as names or email addresses on our devices.

11. On products with a front panel display and encoder using firmware release 6.1, it is possible to opt out of the prescribed
security features. See Disabling Security below.

SECURITY DOMAINS

To simplify the process of managing security on your network, Pathscape introduced the concept of a “Security Domain”.
Below we will describe how to create a Security Domain and add or remove devices from it. In the Device tab of Pathscape
there is a column that shows you the name of the devices’ domain and a padlock icon showing their current state.

Select View: | * DEFAULT v Filter: | | search: |
Status Security Domain Mame Type IP Addr
% online Studio Rack PWPP RM P4 Pathport 4-port Rack-mount 10.1.139.227
ﬁ;} Online Studio Rack PWPP RM P2 Pathport 8-port Rack-mount 10.6.27.72
ﬁ;} Online a Ready to Secure  Rack PWPP DIN P2 : Pathport 2-port DIN-mount 10.0.79.235
ﬁ;} Online Ei pathway [blank](10.0.24.106) Pathport 2-port DIN-mount 10.0.84.106
W Online E pathway [blank](10.30.132.120)  VIA 16-port Pok Ethernet Switch ~ 10.30.132.120

There are several different ways a device can appear in the Security Domain column.

Status Security Domain . RED PADLOCK - ﬁ “Ready to Secure” device
» B Online Stage (previously “Unsecured”)

i & Online B Ready to Secure Prior to Pathscape version 4.1, this was shown as “Unsecured”.

> & OnI!ne i3 Ready to Secure Any device shipped after January 1, 2020 will have version 5 or later firmware
» @ Online {3 Ready to Secure which includes security. These devices will report their type, name and
> @} Online Read Only firmware version only. All other properties cannot be read until you add them
» T Online Disabled by User to a Security Domain (see below on creating domains).

B Oniine g 24WML AMBER PADLOCK - ¥ “Other Domain” name
showing device

Devices that have been added to a security domain will appear with an amber padlock. These devices will allow you to read
all their properties and even save a show file with the network setup, but the properties are Read-Only. You will have to login
to the domain to set any properties. (See Login procedure below.)

AMBER PADLOCK - [T “Read Only” (previously “Locally Secured”)

Prior to Pathscape version 4.1, this was shown as “Locally Secured”.

Read Only means the front panel was used to create a unique (and hidden) password to allow front-panel-only configuration.
To gain read/write privileges with Pathscape, you must Reset Security settings from the front panel and then add it to the
Security Domain using Pathscape.

GREEN PADLOCK - ﬁ “My Domain” shows devices in the current domain

Once you have logged into a Security Domain with a password, any device in your domain will appear with a green padlock
and all their properties will be Read/Writable.
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NO PADLOCK - “Disabled By User” - Firmware version 6.1 or later - rack-mount
devices with front panel Ul only

With the release of firmware version 6.1 for rack-mount devices with a front panel display and encoder (PWPP
RM P8, PWPP RM P4, VIA rack-mount only), it is possible to opt out of the security features altogether. This is designed

primarily for the rental market where devices may be shipped to various locations for use by different end users, where
Domain passwords and Recovery Keys may not be known.

Devices set to Disabled by User will behave like legacy devices and are fully Read/Writable by Pathscape without needing
to be logged into a Domain.

For information on opting out of security features, see Disabling Security below.

EMPTY SECURITY DOMAIN CELL - Firmware version prior to 5.0 - device shipped
prior to January 1, 2020
If the Security Domain cell is empty, this device is using Version 4 firmware and cannot be secured. Pathscape 4 will be able

to read and write properties exactly like earlier versions of Pathscape. If you upgrade to version 5 or later firmware, the device
will appear with a red padlock and you will need to add it to a domain before you can use it.
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CREATING A SECURITY DOMAIN

e After starting Pathscape, the online devices will populate the Device View.
¢ (Choose the Security Domain view from the Select View dropdown

Select View: |5El:urity Dormain \&l
]

e Each device running V5 or later firmware will have a Red “Ready to Secure” value in the Security Domain column.

Status Security Domain MName Type
ﬁ;} Online ﬁ Ready to Secure : Rack PWPP RM P3 Pathport 8-port Rack-mount
ﬁ;} Online a Ready to 5ecure  Rack PWPP DIN P2 Pathport 2-port DIN-mount
ﬁ;} Online B Ready to 5ecure  Rack PWPP RM P4 Pathport 4-port Rack-mount

e NOTE: Rack-mount Pathport Gateways and VIA Switches running V6.1 firmware or later will show a Security Mode
screen on the front panel LCD.

Security Mode Wait for Pathscape to Secure
Wait for Pathscape to Secure Serial # : PPXXXXXXX
Local Configuration Only MAC : XX:XX:XX:XX:XX:XX
Disable Security <Back>

¢ No action is required here in order to add the device to Pathscape. Clicking the encoder knob to select Wait for
Pathscape to Secure will show the device Serial Number and MAC Address, in cases where this may be helpful for
device identification.

e If you want to configure your devices only via the front panel, choose Local Configuration Only. If you prefer to opt out
of security and the needs for passwords on these devices, choose Disable Security.

See the individual devices’ manuals for further explanation of these options.

¢ |f your devices have old firmware, you may update them to current firmware by going to the Tools menu in Pathscape and
selecting Firmware Updater. Select the devices to upgrade, and choose Select Latest, then Send Firmware. (See the
Upgrading Device Firmware section for more detail). The devices will go offline and come back with a red padlock.

¢ From the Security menu, choose 9 New Domain.

Security  Metwork  Device

Logout

Mew Domain...

Recover Domain...

Administration...

& @0 D
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ﬁ Pathway Security Domain

New Security Domain

Enter a new Security Domain name and createddminand Lier passwords. You can only be logged into a single
security domain at any one time,

Domain Mame:
Admin Password:
Retype Admin Password:
User Password:
Retype User Password:

[ & show Text

T

1l IF
i

¢ Enter the new Domain Name and Administrator and User passwords, then click Next.

e The Administrator can change passwords, change the Security Domain’s name, factory default devices, manage
Device Restore Points and add or remove devices from the domain.

e The User can change device properties and save and restore show files, but cannot change domain passwords,
factory default devices or add/remove devices. There is one User account password for all users.

¢ Add all the Ready to Secure devices on your network by checking the top checkbox labeled “Ready to Secure” and then
click Next. If you wish to add some but not all devices to this domain, click on the checkbox next to each device you'd
like to add, and then click Add Devices.

P4 Pathway Security Domain ? X

Add Devices to Security Domain

Chedk next to the devices you want to add to this security domain. Only devices that support Security Domains will be
available for selection. Atleast one device must to be selected in order to complete the domain creation.

Security Domain: StudioB

Security Domain MName IP Addr Type Serial #

. Rack PWPP DIN P2 10.0.79.235 Pathport 2-port DIN-mount 120459
Rack PWPP RM P4 10.1.139.227 Pathport 4-port Rack-maount 201347
Rack PWPP RM P& 10.6.27.72 Pathport 8-port Rack-maount 500200

Cancel < Back Help
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¢ The next window will show the Recovery Key. This key will allow you to recover Security Domain access should the
passwords be lost or forgotten.

It is extremely important to keep a record of this Recovery Key, as this is the only time it will be shown to you.
Print the Recovery Key.

ﬁ Pathway Security Domain

Recovery Key

Print or copy this Recovery Key and keep itin a safe place. This key is the only way to recover the passwords for
this security domain if they are lost or forgotten. Each Security domain has its own unigue recovery key.

Security Domain: StudioB
Recovery Key: M3UNF-FUE4D-WB2CU-CGKHI-ZWBX4

Print
[] 1 have saved the Recovery Key

Print this recovery key and keep it in a safe place. Once you leave this page, you will not be able
to see this key again.

T

[ -
f

|

< Back Frish | cancel || Hep |

¢ (Clicking the Print button will open a Print Dialog, from which you may choose a printer to print to.

O X

B

ﬁ Print Preview

......... -¢ ¢I1:> >- l_-l\_|J

Pathscape

Pthaane Aoy Brants Lighting Canada
Varsion 4.000-bota & Dabe Oct 5 2000

Security Domain Recovery Key

Security Domain:  StudicB

Recovery Key: M3UNF-FUE4D-WB2CU-CGKHJ-ZWBX4

Kesp thiz recovery key Ina sate place itie e only way to recover passwords for this 3scurity Domain if
they ars lost or forgotien.

For mone infomaiion cortadt:

]
ity Brans Company
108, 1435 T M 55
Caigary, f8 Canaa THE 18
Tat =1 4032EE110

Fa +1 403 ETAE

e You may also right-click on the Recovery Key, then Select All and Copy the key to the clipboard and store it in a safe
place.
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Security Domain: StudioB
Recovery Key: M3UNF-FUE4D-WB2CU-CGKH]-ZW=vA

| Copy Ctri+C

Select All Ctrl+A

Print

* |n order to proceed, you must click the checkbox acknowledging you have printed or saved the Recovery Key in some
way.
Managers of the facility should store this key in a safe place, keeping in mind that anybody with this key can change both
the Administrator and User passwords at any time.

Print

Ihavesaved the Recovery Key|

Print this recovery key and keei'it in a safe place. Once you leave this page, you will not be able
to see this key again.

¢ Click Finish and the window will close, and the devices will be added to the domain. The devices will have an amber
padlock and their properties will be read-only.

Status Security D\Dfmain Mame Type
ﬁ;} Online StudicB Rack PWPP RM P4 Pathport 4-port Rack-mount
¥ Online L3 StudioB Rack PWPP RM P8 Pathport 8-port Rack-mount
ﬁ;} Online StudicB Rack PWPP DIM P2 ["\A’ Pathport 2-port DIMN-mount

¢ To configure the devices, you must log in to the domain as a user by pressing the _EI Log In button in the toolbar. Note:
The Security Toolbar option under the Window menu must be checked.

"  Main Toolbar
~  RDM Toolbar

¥ Vignette Toolbar 1 Enter user and password to log into a Security Domain

. PEECUIHY Toolbar

You can also click on the Security menu and select the _EI Log In menu item.

Security  Metwork Device

Log in.. I}

Mew Domain...

K

Recover Domain...

D O

Administration...
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e Enter the User password for the Security Domain that was just created, and click Finish.

P Pathway Security Domain ? X

Security Domain User Login
Select a Security Domain and enter the Liserpassword to change properties on devices belonging to that

domain.

Security Domain Mame: | StudioB (3) s

[ 4 show Text

If you have forgotten your login information use the Recover Domain function to reset the Adglmin password.

As security parameters are verified, the amber padlocks will turn green and the properties of those devices will be read/
writable.

Once logged into a domain, the _EI Log In button will change to the E| Log Out button, and the name of the domain
currently logged into will appear next to it.

ﬂ-& Domain:StudioB ":j
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ADMINISTERING A DOMAIN

To administer a domain, click on the % Administration button on the Security Toolbar, or click the Security menu and
select Administration.

Security  Metwork Device

Logout
l.'ﬁ Domain:pathway J New Domain
%Enahle: administration methods for security domains. .
Recover Dormain...

® o

Administratiun..h
Lag

Enter the Admin password for the Security Domain, and the Domain Administrator Utilities window will appear.

P Pathway Security Domain ? x
Domain Administration Utilities
Security Domain: StudioB
Manage Security Domain
Domain Management Devices in Domain
I @ Change Passwords = add
H @ Change Domain Name [ Remove
L
L4
i
*
L
E Manage Devices
. ’ Factory Default Device Restore Points
@ Factory Default 't‘ Store
‘t’gReall
Cancel < Back Finish Help

The Domain Admin Utilities window is broken down into to main sections, Manage Security Domain and Manage Devices.

MANAGE SECURITY DOMAIN

This section is broken down further into functions that relate to Domain Management, including Domain Name and
Passwords, and Devices in Domain, which allows you to add and remove devices in the Domain.

Manage Security Domain

Domain Management Devices in Domain
a Change Passwords =l add
8 Change Domain Mame E&Remove
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DOMAIN MANAGEMENT
ﬁ CHANGE PASSWORDS

If your staffing changes, it is a good idea to change the passwords on the domain. Click this button to change the current
Security Domain Admin and User passwords. All devices should be online when you change the password.

ﬁ Change Security Domain Passwords ? X

9 Change Passwords

Eniter new Adminand Lser passwords for the current
security domain,

Domain Name: StudioB

Admin Password: l:l
Retype Admin Password: l:l
User Password: l:l
Retype User Password: l:l

[ & show Text

i
i
[
i

®
#®
#®
*
L
®
®
#®
=
]
L]

v/ Change Passwords 9 Cancel

Once you have entered both Admin and User passwords, click the Change Passwords button to confirm the changes.

Note: Changing the domain passwords does not generate a new Recovery Key. The original key is still valid, as it
is only generated at the time of the Domain’s creation.

Note: If some devices are offline and you change the password, when those devices come back online, they will

coincidently have the same domain name, but will be using the old password. When logging in, there will be two domains
with the same name.

Security Domain Mame: |pathway (12)

pathway (12)
Password: Studios
Studiod (3)

L] & show Text

You will have to remove the devices on the old domain, then add them to the new domain using the new password. You

can remove them using the EQI Remove button in the Domain Administration Utilities menu (see below for details).

The number in parentheses after the domain name is the number of devices that are in that domain. In the
example above, there are 12 devices in the “pathway” domain.

This will help you identify which is the old domain. L(xéinto the old domain using the old password and remove the

devices. When they come back online, they will appear as
new password.

Ready to Secure. Add them to the new domain using the
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ﬁ CHANGE DOMAIN NAME
Click this button to change the name of the current Security Domain.

P Change Security Domain Name ? x

" Change Domain Name

Enter new Domain Mame for the current security
domain.

Current Domain Name:  StudioB

" Change Domain Name £ cancel

Enter a new name for the current domain, and click Change Domain Name.

The window will close, and you will be logged out of the current domain, and the Domain Name will be changed to the new
value. You will have to log into the Domain again to make any further changes.

Note that changing the domain name does not generate a new Recovery Key. The original key is 